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Abstract: Rapid development of processing and storage technologies
and the success of the Internet have made computing resources cheaper,
more powerful and more available than before. This technological trend
has enabled the realization of a new computing model called cloud
computing. Recently, the state-owned organizations have begun to
utilize cloud computing architectures, platforms, and applications to
deliver services and meet constituents’ needs. Despite all of the
advantages and opportunities of cloud computing technology, there are
so many risks that state-owned organizations need to know about before
their migration to cloud environment. The purpose of this study is to
identify and rank the risk factors of cloud computing in state-owned
organizations by making use of IT experts’ opinions. Firstly, by
reviewing key articles, a comprehensive list of risk factors were
extracted and classified into two categories: tangible and intangible.
Then, six experts were interviewed about these risks and their
classifications, and 10 risks were identified. After that, process of
ranking the risks was done by seeking help from 52 experts and by
fuzzy analytic hierarchy process. The results show that experts have
identified intangible risks as the most important risks in cloud
computing used by state-owned organizations. As the results indicate,
"data confidentiality" risk has the highest place among the other risks.
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. platform as a service (PaaS)

. software as a Service (Saas)

. private cloud

. community cloud

. public cloud

. hybrid cloud
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